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Figure 2.1: Evernote: access to a shared notebook
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serviceNoteStore {

NoteList findNotes(1: string authToken,

2: NoteFilter filter,

3: i32 offset,

4: i32maxNotes)

throws (1: Errors.EDAMUserException userException),

...

list<Types.LinkedNotebook> listLinkedNotebooks()

throws (1: Errors.EDAMUserException userException),

...

AuthenticationResult authenticateToSharedNotebook(

1: string shareKey)

throws (1: Errors.EDAMUserException userException),

...

}

Figure 2.2: TheNoteStore Thrift API
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serviceNoteStore {

findNotes(authToken,filter,offset,maxNotes)

@requires « offset >= 0 »

@ensures « length(result) <= maxNotes »

...

listLinkedNotebooks()

@foreach (noteStoreUrl, shareKey) in « result »

identifiesNoteStore at « noteStoreUrl »

with index « shareKey »

...

authenticateToSharedNotebook(shareKey)

@where index is « shareKey »

@ensures « type(result) != EDAMUserException »

...

}

Figure 2.3: TheNoteStore contract
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service

NoteStore

NoteStore findNotes listLinkedNotebooks

authenticateToSharedNotebook

findNotes

offset

maxNotes @requires @ensures

« »

offset

maxNotes result

@requires offset

@ensures length result maxNotes

listLinkedNotebooks (noteStoreURL, shareKey) noteStoreURL

shareKey authenticateToSharedNotebook

( , ) NoteStore

NoteStore Server2

authenticateToSharedNotebook Server2

NoteStore

authenticateToSharedNotebook

NoteStore

NoteStore⟨ ⟩

NoteStore⟨ ′⟩ ′ shareKey



listLinkedNotebooks NoteStore

noteStoreURL

NoteStore⟨shareKey⟩
authenticateToSharedNotebook

NoteStore⟨shareKey⟩ shareKey

Figure 2.4: Diagram of aWhip adapter
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Figure 2.5: Whip-enhanced interaction
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, ::= | to | ||
::= req # from :
| reply # from :

, ∈ A
∈ N
∈ { , }∗

P ::= [·] | P ||

̸=
P[ ] −→ P[ || req # from : to ]

̸=
P[ ] −→ P[ || reply # from : to ]

P[ || to ] −→ P[ ]

Figure 2.6: Core syntax and reduction rules

client server1 server2

to

req# from : reply# from :

→ ′

req# from :



::= ... | mon(σ, ) | ̂ to
::= | || to

̂ ::= with {se-blame:=̃ ; id-blame:=̃ ; id-conf:= }
::= Pre( , ) | Post( ,˜)
::= satisfies ⟨v⟩
::= # from expects
∈ K
∈ L

v ∈ V

Figure 2.7: syntax

listLinked

Notebooks client server1 client server1

server1 client

client || server1 →

client || req # from client : `list...' to server1 || server1 →

client || server1 →

client || server1 || reply # from server1 : `[share...' to client →

client || server1



mon(σ, )

σ

server1

server2 mon (σ , client ) || mon (σ , server1 ) || server2 .

σ ::= ( , , , ˜ )

: '→ ( , )

: '→
: ( '→˜) ∪ ( '→˜)
: ( '→ ) ∪ ( '→ )

::= ! | ✗

::= '→
::= | |

Figure 2.8: store syntax

σ

σ ( , , , ˜)
˜ specσ blameσ confσ errorsσ

σ

specσ =

( , )

blameσ =

= satisfies ⟨v⟩
⟨v⟩

= # from expects



˜

confσ = satisfies ⟨v⟩ # from

expects satisfies ⟨v⟩ !

✗

errorsσ = ˜
Pre( satisfies ⟨v⟩, )

⟨v⟩
Post( satisfies ⟨v⟩, )̃

⟨v⟩ ∈ ˜

with {
se-blame:=̃ ; id-conf:= ; id-blame:=˜ }

˜
˜

server1

reply# from server1 : `[shareKey...' to client

server2 satisfies NoteStore⟨shareKey⟩
server2 NoteStore⟨shareKey⟩

server2



( ,!) = contract_forσ( , )
σ′, ̂ = liftσ( ,!, , )

P[mon(σ, || to )]→P[mon(σ′, ) || ̂ to ]

( ,!) = contract_forσ( , ̂)
σ′, = lowerσ( ,!, ̂)

P[mon(σ, ) || ̂ to ]→P[mon(σ′, || to )]

( , ✗) = contract_forσ( , )
σ′, ̂ = liftσ( , ✗, , ) σ′′, = lowerσ′( , ✗, ̂)
P[mon(σ, || to )]→P[mon(σ′′, ) || to ]

( , ) = contract_forσ( , )
σ′, ̂ = liftσ( , ✗, , †) σ′′, = lowerσ′( , ✗, ̂)
P[mon(σ, ) || to ]→P[mon(σ′′, || to )]

contract_forσ( , )

P[mon(σ, || to )]→P[mon(σ, ) || to ]

contract_forσ( , )

P[mon(σ, ) || to ]→P[mon(σ, || to )]

Figure 2.9: reduction rules
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liftσ
( , , ) = entries ,
update-lift( , , , , , ) ◃
( , ) = specσ( ) ◃
type( ) req ◃

¬ ( ) errorsσ Pre( , )
◃

˜= blameσ( ) ◃
¬ ( ) errorsσ Post( , )̃

with {se-blame = blameσ( );
id-blame = blameσ( );
id-conf = confσ( )}

lowerσ , , ̂
( , , ) = entries(raw(̂), )
update-lower(̂ , , , , ) ◃

raw(̂) ◃

entries ,
type( ) req ◃
( , ) = (to( ), from( )) ◃

◃
( , ) = (from( ), to( )) ◃

( satisfies ⟨index( )⟩,
reqid( ) from expects

satisfies ⟨index( )⟩,
identified( ))

Figure 2.10: lift and lowermetafunctions.

confσ !
contract_for ( ,!)

client

server1 mon (σ , client || to server1)

server1 client contract_forσ (server1, ) =

(NoteStore,!)

lift

lower lift lower

σ

lift lower

liftσ

(σ′, ̂) σ′

̂
lift



lift

entries

from( ) to( )

index( )

where index is identified

identifies

server1

client listlinkedNotebooks

entriesσ (reply# from server1 : `[(share...', NoteStore) = (

server1 satisfies NoteStore⟨v⟩,

# from client expects server1 satisfies NoteStore⟨v⟩,

server2 satisfies NoteStore⟨shareKey⟩)

v listLinkedNotebooks server1

lift

˜

lift



lower

lowerσ

̂ (σ′, ) σ′

lift lower

raw

(σ′, ̂) = liftσ( , , , )

raw(̂) =

contract_forσ( , ) = ( , ✗)

✗

lift lower

✗

†

†



update-liftσ , , , , ,
type( ) req ◃

blameσ[ ]
?←− { } ◃

blameσ[ ]
?←− { } ◃

provσ[ ]
?←− from( )

provσ[ ]
?←− from( )

confσ[ ] ← ◃
◃

blameσ[ ]
?←− blameσ( ) ◃

provσ[ ]
?←−

confσ[ ]
?←− ✗ ◃

update-lowerσ ̂ , , , ,

blameσ[ ]
?←−∅ ◃

blameσ[ ] ← blameσ( ) ∪ ̂ .id-blame
provσ[ ]

?←−
̂ .id-conf == ! ◃
confσ[ ] ← ! ◃

◃
confσ[ ]

?←− ✗ ◃

type(̂) == req ◃
blameσ[ ] ← ̂ .se-blame ◃
confσ[ ] ← ◃

Figure 2.11: State update functions
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σ[ ]
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σ[ '→ ] ̸∈ σ lift lower
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raw

( ) =

( ) =



( ) =

"
"

"
′ " ′

provσ( ) =

P[mon(σ, )] "
provσ( ) = ̸=
P[mon(σ, )] " †

provσ( ) = P[mon(σ, )] " ′

P[mon(σ, )] " ′



= P [mon(σ , )] −→ =P [mon(σ , )]

errorsσ ={ } ∪ errorsσ

= Pre( , )

= P[mon(σ , || to )]

= P[mon(σ , ) || ′ to ] =

= P[mon(σ , ) || to ]

= P[mon(σ , || to )] = †

= Post( , )̃ ∀ ∈ .̃ "

connect
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fromX import Y X

Y

parsedate_tz rfc822

from rfc822 import parsedate_tz

service Twitter {

/1.1/statuses/user_timeline(req)

@requires « ’user_id’ in req.args or ’screen_name’ in req.args »

@ensures «

assert type(result) == list

assert (’count’ not in req.args or length(result) <=max(200, req.args.count))

for tweet in result: assert parsedate_tz(tweet.created_at) !=None

»

...

}

/1.1/statuses/retweet/<id>.json(req) id

retweet id /1.1/statuses/user_timeline(req)



service Twitter {

/1.1/statuses/user_timeline(req)

@foreach tweet in « result» identifies Twitter at receiver with index « ’tweet:’ + tweet.id »

...

/1.1/statuses/retweet/<id>.json(req)

@where index is « ’tweet:’ + id »

@ensures « ’does not exist’ not in result.get(’errors’) »

...

}

user_timeline receiver

Twitter⟨’tweet:’ + t.id⟩ t

retweet

Twitter⟨’tweet:’ + id⟩ id

from urlparse import parse_qs

service TwitterOAuth {

/oauth/access_token(req)

@identifies Twitter at receiver with index « ’oauth:’ + parse_qs(result.content).get(’oauth_token’) »

}

service Twitter {

/1.1/status/user_timeline.json(request)

@where index is « ’oauth:’ + request[’headers’].get(’Authorization’) »

}

parse_qs urlparse



Twitter⟨’oauth:’ + ⟩
user_timeline

GetMyGames

MakeAMove

GetMyGames

moves

moves read_game chess.pgn

read_games

from chess.pgn import read_game

serviceChess {

GetMyGames(username, password)

@ensures «

for game in result:

try: read_game(game[’moves’])

except: return False »

...

}

http://xfcc.org/

http://xfcc.org/


MakeAMove

InvalidGameID

True

offerDraw MakeAMove

True acceptDraw MakeAMove

NoDrawWasOffered

Chess GetMyGames GetMyGames receiver

Chess⟨(g[’gameId’], movecount(g), )⟩ gameId

g drawOffered True

receiver GetMyGames Chess⟨
(g[’gameId’], movecount(g), )⟩

serviceChess {

GetMyGames(username, password)

@foreach g in « result » identifiesChess at receiver with index « (g[’gameId’], movecount(g), False) »

@foreach g in « result » identifiesChess at receiver with index « (g[’gameId’], movecount(g), True) »

when « g[’drawOffered’] == True »

...

}

Chess⟨(gameId,moveCount,True)⟩
gameId

movecount(g)



Figure 2.12: The charts show the time, memory, and network overhead for each case study. The left chart shows the latency of the

adapter as the number of requests increases. Each point is the average of the 250 requests around it. Themiddle chart shows the

resident set size of the adapter and the dashed lines show the sizes of the store on disk. The right chart shows the average amount

of adapter traffic per operation call. Vertical bars indicate 95% confidence intervals.

acceptDraw True gameId

moveCount receiver MakeAMove

Chess⟨(gameId,moveCount,True)⟩

serviceChess {

...

MakeAMove(gameId, resign, acceptDraw, movecount, offerDraw, ...)

@where index is « (gameId, movecount, acceptDraw) »

@ensures « result != ”NoDrawWasOffered” »

}

MakeAMove
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⊑ ⇐⇒ ⇒
. ⇐⇒ ∧
⊓ ⇐⇒ ∨

⊥ ≡ ⊤ ≡

Figure 3.1: Confidentiality lattice

⊑ ⇐⇒ ⇒
. ⇐⇒ ∨
⊓ ⇐⇒ ∧

⊥ ≡ ⊤ ≡

Figure 3.2: Integrity lattice



⟨ , ⟩ ⊑ ⟨ , ⟩ ⇐⇒ ⊑ ⊑
⟨ , ⟩ . ⟨ , ⟩ ≡ ⟨ . , . ⟩
⟨ , ⟩ ⊓ ⟨ , ⟩ ≡ ⟨ ⊓ , ⊓ ⟩
C(⟨ , ⟩) ≡ I(⟨ , ⟩) ≡

Figure 3.3: Security lattice for DC labels

⟨Alice,Charlie⟩ ̸⊑ ⟨Alice,Charlie ∧ Alice⟩

Figure 3.4: Downgrading integrity

⟨Alice ∧ Bob,Charlie⟩ ̸⊑ ⟨Bob,Charlie⟩

Figure 3.5: Downgrading confidentiality

⊑
Alice ∨ Bob ⊑ Alice Alice Bob

Alice

⊑
Alice ∧ Bob ⊑ Alice

Alice ∧ Bob Alice

Alice ∧ Bob Alice

Bob

Alice ∨ Bob Alice Bob

⟨ , ⟩ ⊑

C(·) I(·)

Charlie



⟨ , ⟩ ⊑ ⟨ , ⟩ ⇐⇒ ⊑ ⊑
⊑ ⇐⇒ ⊑ .
⊑ ⇐⇒ ⊓ ⊑

Figure 3.6: Relation can-flow-to-with-privilege-

Charlie Alice

Alice ∧ Bob

Bob

⊑

Alice ⟨Alice,Charlie⟩ ⊑Alice ⟨Alice,Charlie ∧ Alice⟩
⟨Alice ∧ Bob,Charlie⟩ ⊑Alice ⟨Bob,Charlie⟩

′

′ = .



̸⊑

⊑

♯

return (≫=) return

(≫=)

≫= λ . ′ λ . ′

′

toLabeled

toLabeled

:

toLabeled :



::= true | false | () | | ( , )

::= | ( , ) | | λ . | LIO | :

::= | ( , ) | | fix | if then else

| . | ⊓ | ⊑
| return | ≫=
| label | labelOf | unlabel
| getLabel | getClearance | lowerClearance
| toLabeled | { }
| store | fetch τ

τ ::= Bool | () | Label | (τ , τ)
τ ::= τ | (τ, τ) | τ → τ | LIO τ | Labeled τ

Figure 3.7: Syntax for LIO values, terms, and types.

label

unlabel

A A

̸⊑ A

λ

Label Labeled τ



LIO return (≫=)
LIO

′{
′′ }

⊢ : τ

−→
⟨ , | ⟩

−→ ′

′ −→∗ −→
= ⟨ , | ⟩ ( )

label :

⊑ ⊑

unlabel

.
⊑ getLabel getClearance

toLabeled

⊑ ⊑
{ } toLabeled

LIO { LIO }
toLabeled ⊑

label



⟨ , | labelOf ( : )⟩ −→ ⟨ , | ⟩

⟨ , | return ⟩ −→ ⟨ , | LIO⟩

⟨ , | LIO ≫= ⟩ −→ ⟨ , | ( )⟩

⊑ ⊑
⟨ , | label ⟩ −→ ⟨ , | return ( : )⟩

. = ⊑
⟨ , | unlabel ( : )⟩ −→ ⟨ , | return ⟩

⊑ ⊑
⟨ , | toLabeled ⟩ −→ ⟨ , | { }⟩

⊑
⟨ , | { LIO }⟩ −→ ⟨ , | label ⟩

Figure 3.8: LIO language semantics (selected rules).

⊑ ⇐⇒ ⇒
. ⇐⇒ ∨
⊓ ⇐⇒ ∧

⊥ ≡ ⊤ ≡

Figure 3.9: Availability lattice
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⊥ = ⟨True, False⟩

⊤ = ⟨False, True⟩

Lhigh
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⟨A ∧ B, A v B⟩

⟨A v B, A v B⟩

information
flow
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Figure 4.1: Bounded downgrading
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Figure 4.2: Robust declassification
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Figure 4.3: Multiple bounds.
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CLIO 
programs

get/put
operations

public keys,
low private keys 

public keys,
all private keys 

get/put
operations

CLIO 
runtime Store

Attacker

Figure 5.1: Clio threat model. Attackers write Clio programs, read from andwrite to the store, and observe the runtime’s

interactions.

store fetch τ

τ

α−→ α α



⊑ ℓ ⊑ α = put : at

⟨ , | store : ⟩ α−→ ⟨ , | return ()⟩

A(ℓ ) ⊑ A( )
α = got τ : at ⊑

⟨ , | fetch τ : ⟩ α−→ ⟨ , | return : ⟩

A(ℓ ) ⊑ A( )
(α = nothing-at ) (α = got τ : at ̸⊑ )

⟨ , | fetch τ : ⟩ α−→ ⟨ , | return : ⟩

Figure 5.2: Clio language semantics (store and fetch rules).

skip skip

put : at :

got τ : at

nothing-at

ℓ ℓ



:

ℓ

⊑

fetch τ : :

:

: ̸⊑ :

got τ : at :

A(ℓ ) ⊑ A( )



⟨ ,σ⟩ # ⟨ ′,σ′⟩ ⟨ ,σ⟩ ⟨ ′,σ′⟩
σ σ

:

⊥

put : at

nothing-at : got τ : at

skip

ℓ

:

ℓ C( ) ⊑ C(ℓ )

:

ℓ

I(ℓ ) ⊑ I( )



⟨ , (σ)⟩ # ⟨ ′,σ′⟩
( ) ⊑ ℓ ( ′) ⊑ ℓ

(⟨ ,σ⟩, ) ! ⟨ ′,σ′⟩

⟨ , (σ)⟩ # ⟨ ,σ ⟩
⟨ ,σ ⟩ # ... # ⟨ ,σ ⟩

∀ ≤ < . ( ) ̸⊑ ℓ ( ) ⊑ ℓ

(⟨ ,σ⟩, ) ! ⟨ ,σ ⟩

::= · |
::= skip = λσ.σ

| put : at ′ = λσ. σ[ ′ '→ : ] I(ℓ ) ⊑ I( )

| corrupt , ... = λσ.σ[ '→ ⊥; ... '→ ⊥]

Figure 5.3: Adversary interactions and low steps

getLabel

skip put : at ′ corrupt , ...

· ... ·
!

ℓ



ℓ

P : '→ ({ , }∗, { , }∗⊥)

⊥

authorityOf(P)

P
Start(P)

Clr(P)



∧ ... ∧ ∨ ... ∨

∧ ... ∧

∧ ... ∧



⟨ , , ⟩ :

#
⟨ ,!, ⟩

!



!′ =
{
| · | ← ! ; ← ! |

}

⟨ ,!′, ⟩ # ⟨ ′,!′′, ′⟩
( ) ⊑ C(ℓ ) ( ′) ⊑ C(ℓ )

(⟨ ,!, ⟩,! ) ! ⟨ ′,!′′, ′⟩

!′ =
{
| · | ← ! ; ← ! |

}

⟨ ,!′, ⟩ # ⟨ ,! , )⟩
⟨ ,! , ⟩ # ... # ⟨ ,! , ⟩

∀ ≤ < . ( ) ̸⊑ ℓ ( ) ⊑ ℓ = Π ≤ ≤

(⟨ ,!, ⟩,! ) ! ⟨ ,! , ⟩
::= skip = λσ. σ

| put at = λσ. σ[ '→ ]

| put : at = λσ. σ[ '→ : ]

S : !→ !

P
ℓ ( ,S, ) =

{(
⟨ ,! , ⟩, ·

) ∣∣∣ (⟨ , {(skip, )},Σ ⟩,S({(skip, )})) ! ⟨ ,! , ⟩
}

P
ℓ ( ,S, + ) =

{(
⟨ ,! , ⟩, ·

) ∣∣∣
(
⟨ ,! , ⟩,

)
∈ P

ℓ ( ,S, );

(⟨ ,! , ⟩,S(! )) ! ⟨ ,! , ⟩
}

Figure 5.4: Real Clio low step semantics

{
| ( , ..., ) | ← ; ... ← |

}

, ...,

≤ ≤
#

!′

store



(σ, ) ∈
{
| (∅) | ← ! |

}
σ

!

∅ σ

!

#
!

!′

! !

P ℓ

S



−→ ′

⟨ ,!, ⟩ # ⟨ ′,!, ⟩

put : at
−−−−−−−−→ ′

= ( ( )) ′ = [ '→ ]

!′ =
{
| put : at · ′ ·

∣∣∣ ← !;
( ′, : ) ← serializeP(σ, ( , , ) : ) |

}

⟨ ,!, ⟩ # ⟨ ′,!′, ′⟩

got τ : at
−−−−−−−−−→ ′ ̸< ( )

(σ, ) ∈
{
| (∅) | ← ! |

}
>

( , , ) : = deserializeP(σ,σ( ), τ)

⟨ ,!, ⟩ # ⟨ ,!, ⟩

nothing-at
−−−−−−−→ ′

(σ, ) ∈
{
| (∅) | ← ! |

}
>

deserializeP(σ,σ( ), τ)

⟨ ,!, ⟩ # ⟨ ,!, ⟩

nothing-at
−−−−−−−→ ′ ′ ̸= < ( )
(σ, ) ∈

{
| (∅) | ← ! |

}
>

( , ′ , ) : = deserializeP(σ,σ( ), τ)

⟨ ,!, ⟩ # ⟨ ,!, ⟩

Figure 5.5: Real Clio semantics



{ } ≈ { }
A

∣∣ [A( ) = | ← ]− [A( ) = | ← ]
∣∣

(A, ) A ∈ "
∈ { , }

(A, ) = ( , ) ← Gen( );

, ,A ← A( ) | | = | |;
← Enc( , );

A ( )

Π = (Gen, Enc,Dec) A
{

(A, )
}

≈
{

(A, )
}



(P,A,˜, , ) Π = (Gen, Enc,Dec,

Sign, Verify) A ∈ " ∈ { , }

(P ,A,˜, , ) =

P ′ ← Gen(˜, ); P = P ; P ′;

, , ,S,A ← A( (P)) =ℓ

⊢ : Labeled τ → LIO τ ′

⊢ : Labeled τ

⊢ : Labeled τ

ℓ = authorityOf(P );

⟨ ,! , ′⟩ ← P
ℓ (⟨Start(P),Clr(P) | ( )⟩,S, );

← ! ; A ( )

Π A ∈ " P ˜

{
(P,A,˜, , )

}
≈

{
(P,A,˜, , )

}

P ˜

Gen(˜, ) P ′

˜ Gen

(P)



=ℓ

S

S A

Π Π

!

≍

! ≍ ! Π ! ≈ !
!

≍



≍

P , ..., C( ) ⊑
C(authorityOf(P)) { , }... { , } ˜ | | = | | ≤ ≤

Π {
put : at · ... · put : at

∣∣

P ← Gen( ); ( , ) ∈ (P); ← Enc( , ); ≤ ≤
}

≍
{
put : at · ... · put : at

∣∣

P ← Gen( ); ( , ) ∈ (P); ← Enc( , ); ≤ ≤
}

≍
≍

≍

′ =ℓ
′

! !′ ≍
α−→ ′ α−→ ′ =ℓ

′ =ℓ
′



(
⟨ , skip, ⟩,S(skip)

)

⟨ ′′,!′, ′⟩

!
′

⟨ ′,! , ⟩

!

(
⟨ , skip, ⟩,S(skip)

)

⟨ ′′,!′ , ′⟩

!
′

⟨ ′ ,! , ⟩

!

=ℓ

=ℓ =ℓ

P( ,S, ) P( ,S, )

Figure 5.6: Low equivalence is preserved in stepP for two low equivalent configurations and and a strategyS .

(⟨ ,! , ⟩,!) ! ⟨ ′ ,!′ , ′ ⟩
(⟨ ,! , ⟩,!) ! ⟨ ′,!′, ′⟩ =ℓ = ! ≍ ! ′ =ℓ

′

′ = ′ !′ ≍ !′ ! α−→
≍

=ℓ =

! ≍ !

{(!′ , · ... · ) | ⟨ ,! , ⟩ ! ... ! ⟨ ′ ,!′ , ′ ⟩}
≈

{(!′, ′ · ... · ′) | ⟨ ,! , ⟩ ! ′ ... ! ′ ⟨ ′,!′, ′⟩}

P( ,S, ) P( , S, )
=ℓ =

′ =ℓ
′

′′ =ℓ
′′ ! ≍ ! !′ ≍ !′



′ ′

P
A , ′ ℓ = authorityOf(P ) I( ) ⊑ Π

[
: ∈ P( ′) : ̸∈ P( )∣∣∣ P ′ ← Gen({ }, ); P = P ; P ′;

,S,A ← A( (P));

⟨ ,!, ⟩ ← P
ℓ (⟨Start(P),Clr(P) | ⟩,S, );

← !;
′,S ′ ← A ( );

⟨ ′,!′, ′⟩ ← P
ℓ (⟨Start(P ),Clr(P) | ′⟩,S ′, );

′ ← !′
]

S



Start(P) P

′ S ′

Start(P )

: P

P

⟨Start(P ),Clr(P) | ⟩
: I( ) ⊑
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http://hackage.haskell.org/package/hedis
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evalCLIO

initialState CLIOState initialState

initialState

initializeKeyMapIO

customerCode preparerCode irsCode

ℓ

ℓ = ⟨⊥,⊤, ⟩

TaxpayerInfo



customerCode :: TaxpayerInfo → LIO ()
customerCode =

← label ⟨ ∨ ∨ , , ⟩
store taxpayer_info
return ()

preparerCode :: LIO ()
preparerCode =

← label ⟨ ∨ , ∨ , ⟩
← fetch τ taxpayer_info

← toLabeled ⟨ ∨ , ∨ , ⟩ $
← unlabel

return (prepareTaxes )
store tax_return

irsCode :: LIO Bool

irsCode =
= ⟨ , ∨ ∨ , ⟩

← label

← fetch τ tax_return
← unlabel

return (verifyReturn )

Figure 5.7: Customer code (left), Preparer code (middle), and IRS code (right)

tpi tpi ⟨ ∨ ∨ , , ⟩

TaxpayerInfo

"taxpayer_info"

∨ ∨

"taxpayer_info"

= ⟨ ∨ , ∨ , ⟩ = ⟨ ∨ ∨ , , ⟩
⊑

toLabeled

prepareTaxes

toLabeled

toLabeled

"tax_return"

toLabeled unlabel

ℓ

"tax_return"

⟨ , ∨ ∨ , ⟩



verifyReturn

toLabeled

store

initializeKeyMapIO

evalCLIO







6









https://rfc-editor.org/rfc/rfc .txt

http://martinfowler.com/
articles/microservices.html

https://rfc-editor.org/rfc/rfc5246.txt
http://martinfowler.com/articles/microservices.html
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/
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https://threatpost.com/d-link-accidentally-leaks-private-code-signing-keys/114727/
https://threatpost.com/d-link-accidentally-leaks-private-code-signing-keys/114727/
https://threatpost.com/d-link-accidentally-leaks-private-code-signing-keys/114727/
http://www.cs.cornell.edu/jif
http://www.omg.org/spec/CORBA/3.3/


http://wccftech.com/
microsoft-accidentally-leaks-xbox-live-keys/
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A



contract_for(σ, ) = ( ,!) ∃ '→ !̃ ∈ blameσ(σ).
ep( ) = . ∧ nm( ) =

contract_for(σ, ) = ( , ✗) (∃ '→ ✗̃ ∈ blameσ(σ).
ep( ) = . ∧ nm( ) = )

∧ (∀ ′ '→ ′̃ ∈ blameσ(σ). ep( ′) =
nm( ) = = ✗)

ep( . satisfies ⟨v⟩) = .
ep( . expects ) = .
nm( . satisfies ⟨v⟩) =
nm( . expects ) = nm( )

names( ) = { } names(mon(σ, )) = { }

names( to ) = ∅ names(ˆ to ) = ∅
˜ = names( ) ˜ = names( )

names( || ) = ˜ ∪ ˜

labels( ) = ∅ labels(mon(σ, )) = { }

labels( to ) = ∅ labels(ˆ to ) = ∅
˜ = labels( ) ˜ = labels( )

labels( || ) = ˜∪ ˜

= || = ||
= ′ = ′

|| = ′ || ′



∀( satisfies ⟨ ⟩ '→ !) ∈ . C( ) =

≼ C

⊢C

⊢C wf

⊢C ⊢C

names( ) ∩ names( ) = ∅ labels( ) ∩ labels( ) = ∅
⊢C ||

confσ ≼ C ̸= † = spec(σ)
∀ . ∈ (blameσ) ∈ (provσ)
∀ '→˜∈ blameσ, ∈ .̃ "

∀# from expects '→˜∈ blameσ, ∈ .̃ "
∀ '→ ∈ C. satisfies ⟨v⟩ '→ ! ∈ confσ

⊢C mon(σ, )

⊢C

= req # from : to
= reply # from : to

⊢C to

= C( ) {identified( ) '→ } ≼ C
∀ ∈ .̃ " from( ) satisfies ⟨index( )⟩ ∀ ∈ ˜ . " identified( )

⊢C with {se-blame:=̃ ; id-conf:= ; id-blame:=˜} to

⊢C ′
′ ⊢C wf

⊢C

⊢C ′ = ′′
′ = ′′′ ′′ ⊢C ′′′

lift P[mon(σ, )] ⊢C mon(σ, )
σ′, with {se-blame:=̃ ; id-conf:= ; id-blame:=˜} to = liftσ( , , , )

from( ) ̸= = †
∀ '→˜∈ blameσ′ , ′ ∈ .̃P[mon

′
(σ, )] " ′

∀(# from expects ) '→ ˜ ∈ blameσ′ , ′ ∈ .̃P[mon
′
(σ, )] "

′

lift
∀ ′ ∈ ˜.P[mon(σ′, )] " ′ ∀ ′ ∈

˜ .P[mon(σ′, )] " ′



∈ (blameσ)

̸∈ (blameσ)
˜ = { } ∀ . ∈ (blameσ)

∈ (provσ) ̸∈ (provσ) =
=

provσ′( ) =

P[mon(σ′, )] "

lift
= †

provσ′( ) =

P[mon(σ′, )] " †

∈ (blameσ)

∀ ∈ blameσ ∀ ′ ∈ ˜.P[mon(σ, )] " ′

σ′ ∀ ′ ∈ ˜.P[mon(σ′, )] " ′

∈ (blameσ)

type( ) == req ∧ ∈ (blameσ)
∀ '→ ˜ ∈ blameσ, ∈ .̃P[mon(σ, )] "
∀ ′ ∈ ˜ .P[mon(σ, )] " ′

type( ) == req ∧ ̸∈ (blameσ) ˜ = { }
∀ . ∈ (blameσ) ∈ (provσ)

̸∈ (provσ)

= provσ′( ) =

provσ′ =

P[mon(σ′, )] "

̸=
lift = †



provσ′ =

P[mon(σ′, )] " †

type( ) == reply ∧ ∈ (blameσ)

type( ) == req ∈ (blameσ)

type( ) == reply ∧ ̸∈ (blameσ)

˜ = ˜ ∀ ′ ∈ ˜.P[mon(σ, )] "
′ ̸∈ (blameσ)

∀ . ∈ (blameσ) ∈ (provσ) provσ′( ) =

′ ∈ ˜

provσ′( ) = ( )
P[mon(σ, )] " ′

P[mon(σ, )] " ′

lower
⊢C mon(σ′, ) || with {se-blame:=̃ ; id-conf:= ; id-blame:=˜} to

σ′, = lowerσ( , , with {se-blame:=̃ ; id-conf:= ; id-blame:=˜} to )
∀ '→˜∈ blameσ′ , ′ ∈ .̃P[mon

′
(σ, )] " ′

∀(# from expects ) '→ ˜ ∈ blameσ′ , ′ ∈ .̃P[mon
′
(σ, )] "

′

lift lower P[mon(σ, )] ⊢C mon(σ′, )
σ′, ˆ = liftσ( , , , ) σ′, = lowerσ( , , ˆ)

= spec(σ′)

∀ . ∈ (blameσ′) ∈ (provσ′)

∀ '→ ∈ C. satisfies ⟨v⟩ '→ ! ∈ confσ′



= spec(σ′)

∀ . ∈ (blameσ′) ∈ (provσ′)

∀ '→ ∈ C. satisfies ⟨v⟩ '→ ! ∈ confσ′

confirmed_or σ
σ′

⊢C −→ ′ ′ ⊢C ′

̸=
P[ ] −→ P[ || request # from containing to ]

= P[ ] ′ = P[ || request # from containing to ]
P[ || request # from containing to ] =

P[ ] || request # from containing to ⊢C
′ ⊢C P[ ] ′

′

′ ⊢C P[ ] ′ ⊢C request # from containing to
names(P[ ]) ∩ names(request # from containing to ) = ∅

labels(P[ ]) ∩ labels(request # from containing to ) = ∅
′ ⊢C P[ ] || request # from containing to

̸=
P[ ] −→ P[ || reply # from containing to ]



= P[ ] ′ = P[ || reply # from containing to ]
P[ || reply # from containing to ] =

P[ ] || reply # from containing to ⊢C
′ ⊢C P[ ] ′

′

′ ⊢C P[ ] ′ ⊢C reply # from containing to
names(P[ ]) ∩ names(reply # from containing to ) = ∅
labels(P[ ]) ∩ labels(reply # from containing to ) = ∅

′ ⊢C P[ ] || reply # from containing to

P[ || to ] −→ P[ ]

= P[ || to ] ′ = P[ ] ⊢C
′ ⊢C P[ ]

′

′ ′ ⊢C P[ ]

( ,!) = contract_forσ( , ) σ′, ˆ = liftσ( ,!, , )

P[mon(σ, || to )] → P [mon(σ′, ) || ˆ to ]

= P[mon(σ, || to )] ′ = P[mon(σ′, ) || ˆ to ]
P[mon(σ′, )] ⊢C mon(σ′, )

′ P[mon(σ′, )]
′

∀ ∈
.̃ " satisfies ⟨index( )⟩ ∀ ∈ ˜ . " identified( )



ˆ = ⊢C with {se-blame:=̃ ; id-conf:= ; id-blame:=˜} to
= C( ) type( ) == req

{identified( ) '→ } ≼ C ∀ ∈ .̃ " satisfies ⟨index( )⟩
∀ ∈ ˜ . " identified( )

′ ⊢C ˆ to ′ ⊢C mon(σ′, )
names(ˆ to ) ∩ names(mon(σ′, )) = ∅

labels(ˆ to ) ∩ labels(mon(σ′, )) = ∅
′ ⊢C P[mon(σ′, )] || ˆ to

( ,!) = contract_forσ( , ˆ) σ′, = lowerσ( ,!, )

P[mon(σ, ) || ˆ to ] → P [mon(σ′, || to )]

= P[mon(σ, ) || ˆ to ] ′ = P[mon(σ′, || to )]

σ′

′ ⊢C to ′ ⊢C mon(σ′, )
names(mon(σ′, )) ∩ names( to ) = ∅

labels(mon(σ′, )) ∩ labels( to ) = ∅
′ ⊢C P[mon(σ′, ) || to ]

( , ✗) = contract_forσ( , )
σ′, ˆ = liftσ(✗, , , ) σ′′, = lowerσ′( , ✗, ˆ)

P[mon(σ, || to )]→P[mon(σ′′, ) || to ]

= P[mon(σ, || to )] ′ = P[mon(σ′′, ) || to ]
σ′′

′ ⊢C to ′ ⊢C mon(σ′, )
names(mon(σ′, )) ∩ names( to ) = ∅

labels(mon(σ′, )) ∩ labels( to ) = ∅
′ ⊢C P[mon(σ′, ) || to ]



( , ) = contract_forσ( , )
σ′, ˆ = liftσ(✗, , †) σ′′, = lowerσ′( , ✗, ˆ)

P[mon(σ, ) || to ]→P[mon(σ′′, || to )]

= P[mon(σ, ) || to ] ′ = P[mon(σ′′, || to )]
σ′′

′ ⊢C to ′ ⊢C mon(σ′′, )
names(mon(σ′′, )) ∩ names( to ) = ∅

labels(mon(σ′′, )) ∩ labels( to ) = ∅
′ ⊢C P[mon(σ′′, || to )]

= P [mon(σ , )] −→
=P [mon(σ , )] errorsσ ={ } ∪ errorsσ

= Pre( , )

= P[mon(σ , || to )]
= P[mon(σ , ) || ′ to ] =

= P[mon(σ , ) || to ]
= P[mon(σ , || to )] = †

= Post( , )̃ ∀ ∈ .̃ "

lift
∀ '→ ˜ ∈ blameσ′ , ∈ .̃ "

lift



B



⊑ = ⇒ = ⊑
. = ∨ = ⊓
⊓ = ∨ = .

C( ) ⊑ C( ) . I( )

C( ) ⊑ C( ) . I( )

⊑ ⊑

( . ) ( . ) ( . ) ( . )

∀ ∈ ,C( ) ⊑ C( ) ̸⊑

I( ) ̸⊑

I( ) ̸⊑

( . ) ( . )

I( ) ⊑
I( ) ⊑ C( ) ⊑ =⇒
C( ) . I( ) ⊑

C( ) ⊑ ( . )

( . ) ( . )

= C( ) . I( ) I( )

I( ) ⊑ I( ) . C( )

C( ) ̸⊑ I( ) . C( )

C( ) ⊑ I( ) . C( )



C( ) ⊑ I( ) . C( )

∀ ∈ . ⊑ I( )

⊑ I( ) ̸⊑ I( )

= I( ) ⊓ I( )

I( ) ⊓ I( ) ⊑ I( )

I( ) ⊓ I( ) ⊑ I( )

∀ ∈ , ̸⊑ I( ) ⊑ I( )

⊑ I( )

⊑ I( ) ⊑ I( ) =⇒
⊑ I( ) ⊓ I( )

⊑ I( )



C



⊑
⇒,∧,∨

⊑ ′ ⇐⇒ ′ ⇒
$ ′ ⇐⇒ ⊑ ′ ̸= ′

. ′ ⇐⇒ ∧ ′

⊓ ′ ⇐⇒ ∨ ′

⊥ ≡ ⊤ ≡

⊑ ′ ⇐⇒ ⇒ ′

$ ′ ⇐⇒ ⊑ ′ ̸= ′

. ′ ⇐⇒ ∨ ′

⊓ ′ ⇐⇒ ∧ ′

⊥ ≡ ⊤ ≡

⊑ ′ ⇐⇒ ⇒ ′

$ ′ ⇐⇒ ⊑ ′ ̸= ′

. ′ ⇐⇒ ∨ ′

⊓ ′ ⇐⇒ ∧ ′

⊥ ≡ ⊤ ≡

= ⟨ , , ⟩
≼



⟨ , , ⟩ ⊑ ⟨ ′, ′, ′⟩ ⇐⇒ ⊑ ′ ⊑ ′ ⊑ ′

⟨ , , ⟩ $ ⟨ ′, ′, ′⟩ ⇐⇒ $ ′ $ ′ $ ′

⟨ , , ⟩ ≼ ⟨ ′, ′, ′⟩ ⇐⇒ ⊑ ′ ′ ⊑ ′ ⊑
⟨ , , ⟩ . ⟨ ′, ′, ′⟩ ⇐⇒ ⟨ . ′ , . ′ , . ′ ⟩
⟨ , , ⟩ ⊓ ⟨ ′, ′, ′⟩ ⇐⇒ ⟨ ⊓ ′ , ⊓ ′ , ⊓ ′ ⟩

⊥ ≡ ⟨⊥ ,⊥ ,⊥ ⟩ ⊤ ≡ ⟨⊤ ,⊤ ,⊤ ⟩

C(⟨ , , ⟩)=
I(⟨ , , ⟩)=
A(⟨ , , ⟩)=



{ } ∈N

( ) : N → R
∈ Z+ >

∣∣ ( )
∣∣ <

{ } { }
≈

A

∣∣ [A( ) = | ← ]− [A( ) = | ← ]
∣∣

, ...,

ϵ ∈ [ , − ] +
ϵ

Π =
(Gen, Enc,Dec, Sign, Verify) Gen : → ({ , } , { , } )

∈ { , }∗ ( , ) ← Gen( ) = Enc( , ) = Dec( , )

∈ { , }∗ ( , ) ←
Gen( ) = Sign( , ) = Verify( , )

(A, )



A ∈ " ∈ { , }

(A, ) = ( , ) ← Gen( );
, ,A ← A( ) | | = | |;

← Enc( , );
A ( )

Π A
{

(A, )
}

≈
{

(A, )
}

Π

, | | = | |

{
Enc( , ) | ( , ) ← Gen( )

}
≈

{
Enc( , ) | ( , ) ← Gen( )

}



::= true | false | () | | ( , )

::= | ( , ) | | λ . | LIO | :

::= | ( , ) | | fix | if then else

| . | ⊓ | ⊑
| return | ≫=
| label | labelOf | unlabel
| getLabel | getClearance | lowerClearance
| toLabeled | { }

τ ::= Bool | () | Label | (τ , τ)
τ ::= τ | (τ, τ) | τ → τ | LIO τ | Labeled τ



∈ {true, false}
Γ ⊢ : Bool Γ ⊢ () : () Γ ⊢ : Label

Γ ⊢ : τ Γ ⊢ : τ

Γ ⊢ ( , ) : (τ , τ )

Γ ⊢ : τ

Γ ⊢ : : Labeled τ

Γ( ) = τ

Γ ⊢ : τ

Γ[ '→ τ ] ⊢ : τ

Γ ⊢ λ . : τ → τ

Γ ⊢ : τ → τ Γ ⊢ : τ

Γ ⊢ : τ

Γ ⊢ : (τ → τ ) → τ

Γ ⊢ fix : τ → τ

Γ ⊢ : τ

Γ ⊢ LIO : LIO τ

Γ ⊢ : Bool Γ ⊢ : τ Γ ⊢ : τ

Γ ⊢ if then else : τ

⊗ ∈ {⊓,.,⊑} Γ ⊢ : Label Γ ⊢ : Label

Γ ⊢ ⊗ : Label Γ ⊢ getLabel : Label

Γ ⊢ getClearance : Label

Γ ⊢ : Label

Γ ⊢ lowerClearance : LIO ()

Γ ⊢ : Labeled τ

Γ ⊢ labelOf : Label

Γ ⊢ : τ

Γ ⊢ return : LIO τ

Γ ⊢ : LIO τ Γ ⊢ : τ → LIO τ

Γ ⊢ ≫= : LIO τ

Γ ⊢ : Label Γ ⊢ : τ

Γ ⊢ label : Labeled τ

Γ ⊢ : Labeled τ

Γ ⊢ unlabel : LIO τ

Γ ⊢ : Label Γ ⊢ : LIO τ

Γ ⊢ toLabeled : Labeled τ

Γ ⊢ : LIO τ

Γ ⊢ { } : Labeled τ

Γ ⊢ : τ ′ Γ ⊢ : Labeled τ

Γ ⊢ store : LIO ()

Γ ⊢ : τ ′ Γ ⊢ : Labeled τ

Γ ⊢ fetch τ : LIO (Labeled τ)



= ⟨ , | ⟩
α−→ ′ α

::= [·] | | if then else | ≫= | label
| . | . | ⊓ | . | ⊑ | ⊑
| label | labelOf | unlabel
| lowerClearance | toLabeled | { }
| store | store | fetch τ | fetch τ



⟨ , | (λ . ) ⟩ −→ ⟨ , | [ / ] ⟩

⟨ , | fix (λ . )⟩ −→ ⟨ , | [fix (λ . )/ ] ⟩

⟨ , | if true then else ⟩ −→ ⟨ , | ⟩

⟨ , | getLabel⟩ −→ ⟨ , | return ⟩

⟨ , | if false then else ⟩ −→ ⟨ , | ⟩

⟨ , | getClearance⟩ −→ ⟨ , | return ⟩

⊑ ⊑
⟨ , | lowerClearance ⟩ −→ ⟨ , | return ()⟩

⊗ ∈ {⊓,.,⊑} = ⊗
⟨ , | ⊗ ⟩ −→ ⟨ , | ⟩

⟨ , | ⟩ −→ ⟨ ′ , ′ | ′⟩
⟨ , | [ ]⟩ −→ ⟨ ′ , ′ | [ ′]⟩

ℓ



=ℓ =
: =ℓ :⎧
⎪⎪⎨

⎪⎪⎩

= C( ) ⊑ C(ℓ )
I( ) $ I(ℓ )
A( ) $ A(ℓ ),

typeOf = typeOf

( , ) =ℓ ( ′, ′ ) =ℓ
′ =ℓ

′

=ℓ
′ ′ =ℓ

′ =ℓ
′

fix =ℓ fix ′ =ℓ
′

if then else =ℓ if ′ then ′ else ′ =ℓ
′ =ℓ

′ =ℓ
′

return =ℓ return ′ =ℓ
′

≫= =ℓ
′ ≫= ′ =ℓ

′ =ℓ
′

label =ℓ label ′ ′ =ℓ
′ =ℓ

′

labelOf =ℓ labelOf ′ =ℓ
′

unlabel =ℓ unlabel ′ =ℓ
′

getLabel =ℓ getLabel

getClearance =ℓ getClearance

lowerClearance =ℓ lowerClearance ′ =ℓ
′

toLabeled =ℓ toLabeled ′ ′ =ℓ
′ =ℓ

′

{ } =ℓ
′
′{ ′ } =ℓ

′ =ℓ
′ =ℓ

′

store =ℓ store ′ ′ =ℓ
′ =ℓ

′

fetch τ =ℓ fetch τ
′ ′ =ℓ

′ =ℓ
′

⟨ , | ⟩ =ℓ ⟨ ′ , ′ | ′⟩ =ℓ
′ = ′ = ′

⟨ , | ⟩ =ℓ ⟨ ′ , ′ | ′⟩ ̸⊑ ℓ ′ ̸⊑ ℓ ̸⊑ ℓ
′ ̸⊑ ℓ

=ℓ



=ℓ =

: =ℓ :{
= C( ) ⊑ C(ℓ )

typeOf = typeOf

( , ) =ℓ ( ′, ′ ) =ℓ
′ =ℓ

′

=ℓ
′ ′ =ℓ

′ =ℓ
′

⟨ , | ⟩ =ℓ ⟨ ′ , ′ | ′⟩ =ℓ
′ = ′ = ′

⟨ , | ⟩ =ℓ ⟨ ′ , ′ | ′⟩ C( ) ̸⊑ C(ℓ ) C( ′ ) ̸⊑ C(ℓ )

C( ) ̸⊑ C(ℓ ) ′ ̸⊑ C(ℓ )



⟨ ,σ⟩ σ σ : → : ⊥
⊥

−→ ′

⟨ ,σ⟩ # ⟨ ′,σ⟩

put : at
−−−−−−−−→ ′ σ′ = σ[ '→ : ]

⟨ ,σ⟩ # ⟨ ′,σ′⟩

got τ : at
−−−−−−−−−→ ′ : = σ( )

⟨ ,σ⟩ # ⟨ ′,σ⟩

nothing-at
−−−−−−−→ ′ σ( ) = ⊥

⟨ ,σ⟩ # ⟨ ′,σ⟩

::= · |
::= skip = λσ.σ

| put : at ′ = λσ. σ[ ′ '→ : ] I(ℓ ) ⊑ I( )

| corrupt , ... = λσ.σ[ '→ ⊥; ... '→ ⊥]

!

⟨ , (σ)⟩ # ⟨ ′,σ′⟩
( ) ⊑ ℓ ( ′) ⊑ ℓ

(⟨ ,σ⟩, ) ! ⟨ ′,σ′⟩

⟨ , (σ)⟩ # ⟨ ,σ ⟩
⟨ ,σ ⟩ # ... # ⟨ ,σ ⟩

∀ ≤ < . ( ) ̸⊑ ℓ ( ) ⊑ ℓ

(⟨ ,σ⟩, ) ! ⟨ ,σ ⟩



initialize_ckP(σ, ) = (fetch_ckP(σ, ), skip) fetch_ckP(σ, )

initialize_ckP(σ, ) = (fetch_ckP( (σ), ), ) fetch_ckP(σ, ) =
create_ckP(σ, )

create_ckP(σ, ∨ ... ∨ ) = ( ∨ ... ∨ ∨ ... ∨ ) ( , , )
( , ) ← ( )

= ∅

( , ) = P( )
← − [ '→ Enc( , )]

← Sign( , ( , )) ̸= ⊥

fetch_ckP(σ, ∨ ... ∨ ∨ ... ∨ ) = ( , )
( , , ) = σ( ∨ ... ∨ ∨ ... ∨ )
( , ) = P( ) ̸= ⊥

= Dec( , ( ))
Verify( , ( , ), ) =

EncP(σ , ⟨ ∧ ... ∧ ∧ ... ∧ , ⟩, ) = ( · ... · , )

(( , ), ) ← initialize_ckP(σ − , )
σ = (σ − )
← Enc( , − )

SignP(σ , ⟨ , ∧ ... ∧ ⟩, ) = ( · ... · , , ..., )

(( , ), ) ← initialize_ckP(σ − , )
σ = (σ − )
← Sign( , )

DecP(σ, ⟨ ∧ ... ∧ , ⟩, ) =

( , ) = fetch_ckP(σ, )

− = Dec( , )

VerifyP(σ, ⟨ , ∧ ... ∧ ⟩, , , ..., ) =

( , ) = fetch_ckP(σ, )
= Verify( , , )



serializeP(σ, : ) = {|( · , : )
∣∣ ( , ) ← EncP( (σ), , ( , , ..., ));

( , , ..., ) ← SignP(σ, , )|}

deserializeP(σ, : , τ) = : VerifyP(σ, , , , ..., ) =
DecP(σ, , ) = ( , , ..., ) typeOf = τ

(P)



P : → ( , ⊥)

∈ { , }∗

σ : ( → : ⊥) ∪ ( → ⊥)

: →
::= · |
::= skip = λσ. σ

| put at = λσ. σ[ '→ ]

| put : at = λσ. σ[ '→ : ]

S : !→ !
::= ( , , ′)

: →

min(P) = ∨ ... ∨ ∨ ... ∨ ∈ (P)
max(P) = ∧ ... ∧ ∧ ... ∧ ∈ (P)

̸= ⊥ P( ) = ( , )
Start(P) = ⟨min(P),max(P),max(P)⟩⟩
Clr(P) = ⟨max(P),min(P),min(P)⟩⟩
authorityOf(P) = ⟨max(P),max(P),max(P)⟩

::= skip = λσ. σ

| put : at = λσ. σ[ '→ : ]

| put at = λσ. σ[ '→ ]

·
= · ... ·

⟨ ,!, ⟩ σ



−→ ′

⟨ ,!, ⟩ # ⟨ ′,!, ⟩

put : at
−−−−−−−−→ ′

= ( ( )) ′ = [ '→ ]

!′ =
{
| put : at · ′ ·

∣∣∣ ← !;
( ′, : ) ← serializeP(σ, ( , , ) : ) |

}

⟨ ,!, ⟩ # ⟨ ′,!′, ′⟩

got τ : at
−−−−−−−−−→ ′ ̸< ( )

(σ, ) ∈
{
| (∅) | ← ! |

}
>

( , , ) : = deserializeP(σ,σ( ), τ)

⟨ ,!, ⟩ # ⟨ ,!, ⟩

nothing-at
−−−−−−−→ ′

(σ, ) ∈
{
| (∅) | ← ! |

}
>

deserializeP(σ,σ( ), τ)

⟨ ,!, ⟩ # ⟨ ,!, ⟩

nothing-at
−−−−−−−→ ′ ′ ̸= < ( )
(σ, ) ∈

{
| (∅) | ← ! |

}
>

( , ′ , ) : = deserializeP(σ,σ( ), τ)

⟨ ,!, ⟩ # ⟨ ,!, ⟩

!



!′ =
{
| · | ← ! ; ← ! |

}

⟨ ,!′, ⟩ # ⟨ ′,!′′, ′⟩
( ) ⊑ C(ℓ ) ( ′) ⊑ C(ℓ )

(⟨ ,!, ⟩,! ) ! ⟨ ′,!′′, ′⟩

!′ =
{
| · | ← ! ; ← ! |

}

⟨ ,!′, ⟩ # ⟨ ,! , )⟩
⟨ ,! , ⟩ # ... # ⟨ ,! , ⟩

∀ ≤ < . ( ) ̸⊑ ℓ ( ) ⊑ ℓ = Π ≤ ≤

(⟨ ,!, ⟩,! ) ! ⟨ ,! , ⟩



{ , }... { , } ˜

| | = | | ≤ ≤ Π

{
Enc( , ), ..., Enc( , ), ..., Enc( , )

∣∣ P ← Gen(˜, ); ( , ) ∈ (P); ≤ ≤
}

≈{
Enc( , ), ..., Enc( , ), ..., Enc( , )

∣∣ P ← Gen(˜, ); ( , ) ∈ (P); ≤ ≤
}

Π

=
{

; ...; ; + ; ...; }

+

+
{ , }, ..., { , } A

P
+ +

=
{
Enc( , ); ...; Enc( , ); ; Enc( + , + ); ...; Enc( , )

∣∣
{ , } ← Gen( ); ≤ ≤ }}

+ =
+ = + A





P( )

skip put : at

C( ) ⊑ C(authorityOf(P)) ( , , ) : = deserializeP( , : ) put ˜′ at

P
, ..., C( ) ⊑ C(authorityOf(P)) { , }... { , } ˜

| | = | | ≤ ≤ Π

{
P

(
put : at · ... · put : at

)
| P ← Gen( ); ( , ) ∈ (P); ← Enc( , ); ≤ ≤

}

≈
{

P

(
put : at · ... · put : at

)
| P ← Gen( ); ( , ) ∈ (P); ← Enc( , ); ≤ ≤

}

A

C(authorityOf(P))

A



{ , }, ..., { , }

| | = | | { , }, ..., { , }

= put ( , { '→ Enc( , )}, ) at · put Enc( , ) at
= skip

= put Enc( ′, ) at
...

= put Enc( ′′, ) at

≍

{
· ′ · ... · · ′

∣∣∣ P ← Gen( ); ( , ) ∈ (P); ← Enc( , ); ≤ ≤ ;

, { , },S ← A( );
′ ← S( · ... · · ′

); < < ;
′ ← S(skip)

}

≍
{

· ′ · ... · · ′
∣∣∣ P ← Gen( ); ( , ) ∈ (P); ← Enc( , ); ≤ ≤ ;

, { , },S ← A( );
′ ← S( · ... · · ′

); < < ;
′ ← S(skip)

}

! ! ! ≍ ! Π ! ≈ !

A

{ , }... { , }

initialize_ckP

′ ← S( · ... · ′ · < <

{ , }

A



P ℓ =
authorityOf(P ) , S ˜ ∈ " Π

=ℓ
[
⟨ ′,! , ⟩ ̸=ℓ ⟨ ′ ,! , ⟩ ̸=

∣∣∣
P ← Gen(˜, ); P = P ; P; ⟨ ′,! , ⟩ ← P

ℓ ( ,S, );
P ′ ← Gen(˜, ); P = P ; P ′; ⟨ ′ ,! , ⟩ ← P

ℓ ( ,S, )
]

{ ∣∣∣ P ′ ← Gen(˜, ); P = P ; P ′; ⟨ ′,! , ⟩ ← P
ℓ ( ,S, ); ← !

}

≍{ ∣∣∣P ′ ← Gen(˜, ); P = P ; P ′; ⟨ ′ ,! , ⟩ ← P
ℓ ( ,S, ); ← !

}

#∗

!

#

⟨ , skip, ⟩ =ℓ ⟨ ′ , skip, ⟩ Π[
⟨ ′,! , ⟩ ̸=ℓ ⟨ ′ ,! , ⟩ ̸=

∣∣∣
P ← Gen(˜, ); P = P ; P; ⟨ , skip,Σ ⟩ # ... # ⟨ ′,! , ⟩;
P ′ ← Gen(˜, ); P = P ; P ′; ⟨ , skip,Σ ⟩ # ′ ... # ′

′
⟨ ′ ,! , ⟩

]

{ ∣∣∣ P ′ ← Gen(˜, ); P = P ; P ′; ⟨ , skip,Σ ⟩ # ... # ⟨ ′,! , ⟩; ← !
}

≍{ ∣∣∣ P ′ ← Gen(˜, ); P = P ;P ′; ⟨ , skip,Σ ⟩ # ′ ... # ′
′
⟨ ′ ,! , ⟩; ← !

}



[
⟨ ′′,!′, ′⟩ ̸=ℓ ⟨ ′′,!′ , ′ ⟩

∣∣∣
P ← Gen(˜, ); P = P ; P ; ⟨ , skip,Σ ⟩ # ... # ⟨ ′,! , ⟩ # +

⟨ ′′,!′, ′⟩;
P ′ ← Gen(˜, ); P = P ; P ′; ⟨ , skip,Σ ⟩ # ′ ... # ′

′
⟨ ′ ,! , ⟩ # ′

′+

⟨ ′′,!′ , ′ ⟩
]

{
′
∣∣∣ P ′ ← Gen(˜, ); P = P ; P ′; ⟨ , skip,Σ ⟩ # ... # ⟨ ′,! , ⟩ # +

⟨ ′′,!′, ′⟩; ′ ← !′
}

≍{
′
∣∣∣ P ′ ← Gen(˜, ); P = P ; P ′; ⟨ , skip,Σ ⟩ # ′ ... # ′

′
⟨ ′ ,! , ⟩ # ′

′+

⟨ ′′,!′ , ′ ⟩; ′ ← !′
}

=
skip = skip Σ = Σ =ℓ

+

′

′ = ′



′

C( ) ⊑ C(ℓ )

C( ) ̸⊑ C(ℓ )

′

{ ′ | ′
←!

′} ≍ { ′ | ′ ← !′}

!′ =
{

put : at · ′ ·
∣∣∣ ← ! ;

( ′ , : ) ← serializeP(σ , ( , , ) : )
}

!′ =
{

put : at · ′ ·
∣∣∣ ← ! ;

( ′ , : ) ← serializeP(σ , ( , , ) : )
}

=



put { , } : at

′ ′

skip

!
P ℓ =

authorityOf(P ) , S ˜ ∈ " Π
=ℓ

[
⟨ ′,! , ⟩ ̸=ℓ ⟨ ′ ,! , ⟩ ̸=

∣∣∣
P ← Gen(˜, ); P = P ; P; ⟨ ′,! , ⟩ ← P

ℓ ( ,S, );
P ′ ← Gen(˜, ); P = P ; P ′; ⟨ ′ ,! , ⟩ ← P

ℓ ( ,S, )
]

{ ∣∣∣ P ′ ← Gen(˜, ); P = P ; P ′; ⟨ ′,! , ⟩ ← P
ℓ ( ,S, ); ← !

}

≍{ ∣∣∣P ′ ← Gen(˜, ); P = P ; P ′; ⟨ ′ ,! , ⟩ ← P
ℓ ( ,S, ); ← !

}

=
[
⟨ ′,! , ⟩ ̸=ℓ ⟨ ′ ,! , ⟩ ̸=

∣∣∣
P ← Gen(˜, ); P = P ; P; ⟨ ′,! , ⟩ ← P

ℓ ( ,S, );
P ′ ← Gen(˜, ); P = P ; P ′; ⟨ ′ ,! , ⟩ ← P

ℓ ( ,S, )
]



{ ∣∣∣ P ′ ← Gen(˜, ); P = P ; P ′; ⟨ ′,! , ⟩ ← P
ℓ ( ,S, ); ← !

}

≍{ ∣∣∣P ′ ← Gen(˜, ); P = P ; P ′; ⟨ ′ ,! , ⟩ ← P
ℓ ( ,S, ); ← !

}

⟨ ′,! , ⟩ =ℓ ⟨ ′ ,! , ⟩ ̸=

#
#∗

⟨ ′,! , ⟩=ℓ ⟨ ′ ,! , ⟩

= +
[
⟨ ′,! , ⟩ ̸=ℓ ⟨ ′ ,! , ⟩ ̸=

∣∣∣
P ← Gen(˜, ); P = P ; P; ⟨ ′,! , ⟩ ← P

ℓ ( ,S, + );

P ′ ← Gen(˜, ); P = P ; P ′; ⟨ ′ ,! , ⟩ ← P
ℓ ( ,S, + )

]

{ ∣∣∣ P ′ ← Gen(˜, ); P = P ; P ′; ⟨ ′,! , ⟩ ← P
ℓ ( ,S, + ); ← !

}

≍{ ∣∣∣P ′ ← Gen(˜, ); P = P ;P ′; ⟨ ′ ,! , ⟩ ← P
ℓ ( ,S, + ); ← !

}



′′ =ℓ
′′

′ ′

⟨ ′,! , ⟩ ⟨ ′ ,! , ⟩

′ ′′ ′ ′′



= = ′

≍



(P,A,˜, , ) Π = (Gen, Enc,Dec,
Sign, Verify) A ∈ " ∈ { , }

(P ,A,˜, , ) =
P ′ ← Gen(˜, ); P = P ; P ′;
, , ,S,A ← A( (P)) =ℓ

⊢ : Labeled τ → LIO τ ′

⊢ : Labeled τ
⊢ : Labeled τ
ℓ = authorityOf(P );

⟨ ,! , ′⟩ ← P
ℓ (⟨Start(P),Clr(P) | ( )⟩,S, );

← ! ; A ( )

Π A ∈
" P ˜

{
(P,A,˜, , )

}
≈

{
(P,A,˜, , )

}

Π Π

≍



P S
˜

[
I( ( )) $ I(Start(P ))

∣∣∣
P ′ ← Gen(˜, );
P = P ; P ′;

⟨ ,!, ⟩ ← P
ℓ (⟨Start(P ),Clr(P ) | ⟩,S, )

]
=

#∗

! ∗
#

I( ( )) $ I(Start(P ))[
I( ( ′)) $ I(Start(P ))

∣∣∣
P ′ ← Gen(˜, );
P = P ; P ′;

⟨ , skip,Σ ⟩ # ... # ⟨ ′,!′, ′⟩
]
=

[
I( ( ′′)) $ I(Start(P ))

∣∣∣
P ′ ← Gen(˜, );
P = P ; P ′;

⟨ , skip,Σ ⟩ # ... # ⟨ ′,!, ⟩ # + ⟨ ′′,!′, ′⟩
]
=

=
+

′ −→ ′′

⟨ ′,!, ⟩ # ⟨ ′′,!′, ⟩



!

=

[
I( ( )) $ I(Start(P ))

∣∣∣
P ′ ← Gen(˜, );

P = P ; P ′; ⟨ ,!, ⟩ ← P
ℓ (⟨Start(P),Clr(P) | ⟩,S, )

]
=

#
#∗

[
I( ( ′)) $ I(Start(P ))

∣∣∣
P ′ ← Gen(˜, );
P = P ; P ′;

⟨ , skip,Σ ⟩ # ... # ⟨ ′,!, ⟩
]
=

I( ( )) $
I(Start(P ))

[
I( ( )) $ I(Start(P ))

∣∣∣ P ′ ← Gen(˜, );

P = P ; P ′; ⟨ ,!, ⟩ ← P
ℓ (⟨Start(P),Clr(P) | ⟩,S, + )

]
=



(
⟨ ′′,!′′, ′⟩, · ′)

(
⟨ ′,!, ⟩,

)
∈ P

ℓ ( ,S, );
!′ = S(!);
(⟨ ′,!, ⟩,!′) ! ′ ⟨ ′′,!′′, ′⟩

I( ( ′′)) $ I(Start(P ))



P(put : at · ) = put : at · ( ) ( , , ) : = deserializeP( , : , τ)

P( · ) = ( )

P
˜ Π

I( ) ⊑ I( ) ⊑ I(authorityOf(P )) ∧
[

: ∈ P( ′) : ̸∈ P( )∣∣∣ P ′ ← Gen({ }, ); P = P ; P ′;

,S,A ← A( (P));
⟨ ,!, ⟩ ← P

ℓ (⟨Start(P),Clr(P) | ⟩,S, );
← !;

′,S ′ ← A ( );
⟨ ′,!′, ′⟩ ← P

ℓ (⟨Start(P ),Clr(P) | ′⟩,S ′, );
′ ← !′

]

∈ ˜

⊑

′

′ $ I(Start(P ))

= I(authorityOf(P ; { '→ Gen( )}))

Start(P ; { '→ Gen( )})

$ I(Start(P ))



σ′

σ
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